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CROSS-REFERENCE TO RELATED APPLICATION 

This application claims priority of Taiwanese 
application no. 092101022, filed on January 17, 2003. 
5 BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The invention relates to a method for remote data 
management to be implemented using client and server 
terminals that have a network connection therebetween. 

10 2. Description of the Related Art 

Information vital to daily operations of most 
businesses is currently stored in computer data storage 
media. In order to minimize losses due to natural 
calamities, it is essential to make a backup of the 

15 contents of the data storage media at a remote location. 

Figure 1 illustrates a conventional method for remote 
data management. The method is to be implemented using 
a server terminal 10 and a plurality of client terminals 
11-14 that have a network connection with the server 

20 terminal 10. The server terminal 10 is configured with 

a plurality of backup regions 101-104, each of which 
corresponds to a respective one of the client terminals 
11-14. In the conventional method, data of each of the 
client terminals 11-14 is transmitted to the server 

25 terminal 10 for storage in the respective one of the 
backup regions 101-104 . Therefore , when one of the client 
terminals 11-14 is damaged, or when it is necessary to 



reconstruct data in one of the client terminals 11-14, 
the contents of the respective one of the backup regions 
101-104 are transmitted to said one of the client 
terminal's 11-14 in order to permit restoration of the 
latter. 

However, each backup operation of the conventional 
method has a large network bandwidth requirement and 
takes up too much time to complete since the data of 
each of the client terminals 11-14 is transmitted 
entirely to the server terminal 10 for storage in the 
respective one of the backup regions 101-104. 

In addition, there are two options available in the 
conventional method when storing backup data in each 
of the backup regions 101-104 of the server terminal 
10. The first option is a xx non-overwrite storage 
procedure," in which the entire data of the client 
terminal 11-14 during a current backup operation thereof 
is stored in another location of the associated backup 
region 101-104 distinct from those of previous backup 
operations. With reference to Figure 2, in the first 
option, since the data (A' t i + A' t2 + A' t 3 + .» A' t n) of 
the client terminal 11-14 during a current backup 
operation is stored in the associated backup region 
101-104 separately from those (i.e., A' t i/ (A' t i + A' t2 ) , 
(A' tl + A' t 2 + A' t3 ) , ... ) of previous backup operations, 
the client terminal 11-14 can be restored to a desired 
state using any set of the data stored in the associated 
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backup region 101-104. However, the w non-overwrite 
storage procedure" is disadvantageous in that it has 
a large storage space requirement. 

The second option available in the conventional 
5 method when storing backup data in each of the backup 

regions 101-104 of the server terminal 10 is an 
''overwrite storage procedure, " in which the entire data 
of the client terminal 11-14 during a current backup 
operation overwrites that of a previous backup operation 

10 With reference to Figure 3, data (A' t i) of the client 

terminal 11-14 during a first backup operation is 
overwritten by data (A' t i + A' t 2) of the client terminal 
11-14 during a second backup operation, the data (A' t i 
+ A' t 2) is then overwritten by data (A' t i + A' t 2 + A' t 3> 

15 of the client terminal 11-14 during a third backup 

operation, and so on. Therefore, the data (A' t i + A' t 2 
+ A' t 3 + ... A'tn) can be found in the associated backup 
region 101-104 after an nth backup operation. While the 
"overwrite storage procedure" has a substantially 

20 smaller storage space requirement as compared to the 

aforementioned u non-overwrite storage procedure/' the 
client terminal 11-14 can only be restored to the state 
when the latest backup operation was performed. 
SUMMARY OF THE INVENTION 

25 Therefore, the object of the present invention is 

to provide a method for remote data management to be 
implemented using client and server terminals and that 
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has a relatively low network bandwidth requirement when 
performing remote backup, that has a relatively small 
storage space requirement for the server terminal, and 
that permits restoration of the client terminal to a 
5 state when a selected previous backup operation was 

performed . 

According to the present invention, a method for 
remote data management is to be implemented using a 
remote server terminal and a client terminal having a 

10 network connection with the server terminal . The client 

terminal has a client data storage medium, whereas the 
server terminal has a server data storage medium. The 
method includes : performing an initial backup operation 
for making a backup of initial contents of the client 

15 data storage medium in the server data storage medium; 

and performing another backup operation for making a 
backup of only modified contents of the client data 
storage medium in the server data storage medium upon 
detecting that the contents of the client data storage 

20 medium have been modified since a latest backup operation 
was performed. The backup of the modified contents of 
the client data storage medium is stored in the server 
data storage medium without overwriting the backups made 
as a result of previous backup operations. 

25 BRIEF DESCRIPTION OF THE DRAWINGS 

Other features and advantages of the present 
invention will become apparent in the following detailed 
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description of the preferred embodiments with reference 
to the accompanying drawings, of which: 

Figure 1 illustrates an infrastructure for 
conducting a conventional method for remote data 
5 management; 

Figure 2 illustrates a w non-overwrite storage 
procedure" of the conventional method; 

Figure 3 illustrates an "overwrite storage 
procedure" of the conventional method ; 
10 Figure 4 illustrates an infrastructure for 

performing the remote data management method of this 
invention; 

Figure 5 is a flowchart of the first preferred 
embodiment of the method for remote data management 
15 according to this invention; 

Figure 6 illustrates a first (initial) backup 
operation of the first preferred embodiment; 

Figure 7 illustrates an nth backup operation of the 
first preferred embodiment; and 
20 Figure 8 is a flowchart of another preferred 

embodiment of the method for remote data management 
according to this invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Referring to Figure 4, a remote server terminal 3 
25 and a client terminal 2 having a network connection with 

the server terminal 3 are loaded with a proprietary 
computer program that comprises program instructions 
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for causing the remote server terminal 3 and the client 
terminal 2 to perform the method for remote data 
management according to this invention. The client 
terminal 2 has a cl ient data storage medium 2 1 . The server 
5 terminal 3 has a server data storage medium 2 1 . The method 

of the present invention generally includes : performing 
an initial backup operation for making a backup of 
initial contents of the client data storage medium 21 
in the server data storage medium 31; and performing 

10 another backup operation for making a backup of only- 
modified contents of the client data storage medium 21 
in the server data storage medium 31 upon detecting that 
the contents of the client data storage medium 21 have 
been modified since a latest backup operation was 

15 performed. The backup of the modified contents of the 

client data storage medium 21 is stored in the server 
data storage medium 31 without overwriting the backups 
made as a result of previous backup operations. The 
method of the present invention further includes: 

20 optionally restoring the client terminal 2 to a state 

when a selected previous backup operation was performed . 

Figure 5 is a flowchart to illustrate the first 
preferred embodiment of the method for remote data 
management of this invention. 

25 With further reference to Figure 6, in step 200, a 

first flag 211 is established in the client data storage 
medium 21 of the client terminal 2. The first flag 211 
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has an initial value of "0", indicating that a backup 
operation for initial contents of the client data storage 
medium 21 has yet to be performed. 

In step 201, a first (initial) backup operation is 
5 performed so that a backup of initial sector information 

of the client data storage medium 21 in units of 
adjustable byte size is made in a first backup unit 311 
of the server data storage medium 31 of the server 
terminal 3. The first backup unit 311 contains a time 

10 (t 0 ) when the first backup unit 311 was made, and 

positions, number and bit sizes of sectors of the client 
data storage medium 21 that are already in use at the 
time the first backup operation is performed. The byte 
size is at least one bit and does not have to be an integral 

15 multiple of 512 bits. For example, if 604 bits of the 

client data storage medium 21 were already in use at 
the time the first backup operation is performed, only 
the 604 bits of the client data storage medium 21 are 
required to be transmitted to the server terminal 3 

20 during the first backup operation. Hence, it is not 
required to transmit 1024 bits (which includes the 604 
bits and added 420 blank bits) in the method of this 
invention . Note that the byte size may be chosen to comply 
with actual network transmission requirements. 

25 Inst ep 202, the value of the first flag 211 is adjusted 

to "1" upon completing the first backup operation. 



8 



Inst ep 203, a second flag 212 having an initial value 
of "0" is established in the client data storage medium 
21 upon detection by the client terminal 2 that the 
contents of the client data storage medium 21 have been 
5 modified since a latest backup operation. 

In step 204 of the method of the first preferred 
embodiment , the client terminal 2 monitors the bandwidth 
status of the network connection with the server terminal 
3 to determine whether there is heavy network traffic. 
10 For example, heavy network traffic exists when the 

transmission speed is less than 512kb/sec, whereas 
normal network traffic exists when otherwise. 

In the method of the first preferred embodiment, the 
second backup operation is not performed as long as there 
15 is heavy network traffic. In other words, the flow 

proceeds from step 204 to step 205 only when there is 
normal network traffic, (e.g., the transmission speed 
is greater than 512kb/sec) . 

It should be noted herein that there is no fixed 
20 threshold value for distinguishing between normal and 

heavy network traffic , and that the applicable threshold 
value varies depending on the actual hardware 
environment . 

With further reference to Figure 7, in step 205, a 
25 second backup operation is performed so that a backup 

of sector information of the client data storage medium 
21 modified since the latest backup operation in units 
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of adjustable byte size is made in a second backup unit 
312 separate from and without overwriting the first 
backup unit 312 of the server data storage medium 31 
of the server terminal 3. The second backup unit 312 
5 contains a time (ti) when the second backup unit 312 

was made, and positions, number and bit si zes of sectors 
of the client data storage medium 21 that were modified 
since the latest backup operation (in this case, the 
first backup operation) was performed. Likewise, the 

10 byte size is at least one bit and does not have to be 
an integral multiple of 512 bits. Hence, it is not 
required to transmit the entire contents of the client 
data storage medium 2 1 during the second backup operation 
in the method of this invention. 

15 In step 206, the value of the second flag 212 is 

adjusted to "1" upon completing the second backup 
operat ion . 

It should be noted herein that steps similar to the 
aforesaid steps 203 to 206 are performed when conducting 

20 subsequent backup operations for the client data storage 

medium 21. For example, during a third backup operat ion, 
a third flag is established in the client data storage 
medium 21, and a third backup unit 313 is made in the 
server data storage medium 31. 

25 The method of the first preferred embodiment further 

permits restoration of the client terminal 2 to a state 
when a selected previous backup operation was performed . 
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Selection of the state to which the client terminal 2 
is to be restored may be conducted through the server 
terminal 3 or upon the request of the client terminal 
2. In step 207 of this embodiment, when it is desired 
to restore the client terminal 2 to the state at time 
(t 2 ) , i.e., the time when the third backup operation 
was performed, the backup units stored in the. server 
data storage medium 3 and made at times not later than 
the selected time (t 2 ) (in this case' the first, second 
and third backup units 311, 312, 313), are linked 
together and are then transmitted to the client terminal 
2 for storage in the client data storage medium 21, 
thereby restoring the client terminal 2 to the state 
thereof at the selected time (t 2 ) . 

The method of the first preferred embodiment may be 
modi f ied so that , instead of causing the cl ient terminal 
2 to monitor the bandwidth status of the network 
connection with the server terminal 3 to determine 
whether there is normal network traffic before 
proceeding with a backup operation, the client terminal 
2 may be configured to initiate a backup operation at 
a scheduled time (such as a time when network traffic 
is predicted to be normal) upon detection by the client 
terminal 2 that the contents of the client data storage 
medium 21 have been modified since the latest backup 
operation . 



1 1 



In yet another modification of the method of the first 
preferred embodiment, instead of causing the client 
terminal 2 to monitor the bandwidth status of the network 
connection with the server terminal 3 to determine 
5 whether there is normal network traffic before 

proceeding with a backup operation, the client terminal 
2 may be configured to initiate a backup operation when 
the client terminal 2 (or the server terminal 3) is idle 
for a preset time period, such as 5 minutes, and upon 

10 detection by the client terminal 2 that the contents 

of the client data storage medium 21 have been modified 
since the latest backup operation. 

Figure 8 is a flowchart to illustrate the second 
preferred embodiment of the method for remote data 

15 management of this invention. 

In step 400, a first flag is initially established 
in the server data storage medium 31 of the server 
terminal 3. The first flag has an initial value of "0", 
indicating that a backup operation for initial contents 

20 of the client data storage medium 21 of the client 

terminal 2 has yet to be performed. 

In step 401, a first (initial) backup operation is 
performed so that a backup of initial sector information 
of the client data storage medium 21 in units of 

25 adjustable byte size is made in a first backup unit of 

the server data storage medium 31 of the server terminal 
3. Like the previous embodiment, the first backup unit 



contains a time (t 0 ) when the first backup unit was made, 
and positions, number and bit sizes of sectors of the 
client data storage medium 21 that are already in use 
at the time the first backup operation is performed. 

In step 402, the value of the first flag is adjusted 
to "1" upon completing the first backup operation. 

In step 403, a second flag having an initial value 
of "0" is established in the server data storage medium 
31 upon detection by the server terminal 3 that the 
contents of the client data storage medium 21 have been 
modified since a latest backup operation. 

In step 404 of the method of the second preferred 
embodiment, it is the server terminal 3 that monitors 
the bandwidth status of the network connection with the 
client terminal 2 to determine whether there is heavy 
network traffic. Like the previous embodiment, the 
second backup operation is not performed as long as there 
is heavy network traffic. In other words, the flow 
proceeds from step 404 to step 405 only when there is 
normal network traffic, (e.g., the transmission speed 
is greater than a threshold value) . 

In step 405, a second backup operation is performed 
so that a backup of sector information in the client 
data storage medium 21 modified since the latest backup 
operation in units of adjustable byte size is made in 
a second backup unit separate from and without 
overwriting the first backup unit of the server data 



storage medium 31 of the server terminal 3 . The second 
backup unit contains a time (ti) when the second backup 
unit was made, and positions, number and bit sizes of 
sectors of the client data storage medium 21 that were 
modified since the latest backup operation (in this case, 
the first backup operation) was performed. Likewise, 
the byte size is at least one bit and does not have to 
be an integral multiple of 512 bits. Hence, it is not 
required to transmit the entire contents of the client 
data storage medium 2 1 during the second backup operation 
in the second preferred embodiment of the method of this 
invention . 

In step 406, the value of the second flag is adjusted 
to "1" upon completing the second backup operation. 

Like the previous embodiment, steps similar to the 
aforesaid steps 403 to 406 are performed when conducting 
subsequent backup operations for the client data storage 
medium 21. For example, during a third backup operation, 
a third flag is established in the server data storage 
medium 31, and a third backup unit is made in the server 
data storage medium 31. 

The method of this embodiment also permits 
restoration of the client terminal 2 to a state when 
a selected previous backup operation was performed. 
Selection of the state to which the client terminal 2 
is to be restored may be conducted through the server 
terminal 3 or upon the request of the client terminal 
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2. In step 407 of this embodiment, when it is desired 
to restore the client terminal 2 to the state at time 
(t 2 ) / i.e., the time when the third backup operation 
was performed, the backup units stored in the server 
5 data storage medium 31 and made at times not later than 

the selected time (t 2 ) (in this case the first, second 
and third backup units) , are linked together and are 
then transmitted to the client terminal 2 for storage 
in the client data storage medium 21, thereby restoring 
10 the client terminal 2 to the state thereof at the selected 

time (t 2 ) . 

Like the preceding embodiment, the method of the 
second preferred embodiment may be modified so that, 
instead of causing the server terminal 3 to monitor the 

15 bandwidth status of the network connection with the 

client terminal 2 to determine whether there is normal 
network traffic before proceeding with a backup 
operation, the server terminal 3 may be configured to 
initiate a backup operation at a scheduled time (such 

20 as a time when network traffic is predicted to be normal) 

upon detection by the server terminal 3 that the contents 
of the client data storage medium 21 have been modified 
since the latest backup operation. 

Moreover, in yet another modification of the method 

25 of the second preferred embodiment, instead of causing 

the server terminal 3 to monitor the bandwidth status 
of the network connection with the client terminal 2 
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to determine whether there is normal network traffic 
before proceeding with a backup operation, the server 
terminal 3 may be configured to initiate a backup 
operation when the client terminal 2 (or the server 
5 terminal 3) is idle for a preset time period, such as 

5 minutes, and upon detection by the server terminal 
3 that the contents of the client data storage medium 
2 1 have been modi f ied since the latest backup operation . 
The following are some of the advantages attributed 

10 to the method of the present invention: 

1 . Except for the first backup operation, succeeding 
backup operations do not require transmission of the 
entire contents of the client data storage medium 21 
to the server terminal 3, thereby resulting in a smaller 

15 network bandwidth requirement as compared to the prior 

art. Moreover, network resources can be efficiently 
utilized since backup operations need not take place 
when there is heavy network traffic or when the client 
and/or server terminals 2, 3 are not idle. 

20 2. Since only modified sector information of the 

client data storage medium 21 is stored in backup units 
of the server data storage medium 31, the server data 
storage medium 3 1 has a lower data storage requirement 
as compared to the prior art . 

25 3. Because backup units corresponding to previous 

backup operations are resident in the server data storage 
medium 31 and are not overwritten, the method of the 
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present invention permits restoration of the client 
terminal 2 to a state when a selected previous backup 
operation was performed. 

While the present invention has been described in 
5 connection with what is considered the most practical 

and preferred embodiments, it is understood that this 
invention is not limited to the disclosed embodiments 
but is intended to cover various arrangements included 
within the spirit and scope of the broadest 
10 interpretation so as to encompass all such modifications 

and equivalent arrangements. 



